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MAIJOR ITEMS REQUESTED

Development Telecommunications
$170,128 $236,080

e 2 MedX Support FTE e 3 Security FTE

General Funds Federal Funds Other Funds Total Funds

FY13 Budget $6,303,122 $3,352,069 $38,650,000 $48,305,191

Request 5.0 S 6422 $ 3,236 $ 487,277 $ 496,935

FY14 Budget Request  353.5 $6,309,544 $3,355,305 $39,137,277 $48,802,126



south dakota

‘ B
‘ b I t FY14 BUDGET REQUEST

telecommunicaions DEVELOPMENT

SD MedX Project Support - $170,128 other funds
v 2 FTE
v' Management of development contractors
v’ Assist Contractor with Peer Code Review

v’ Review System & Software Design Documentation

/ - * Ongoing Applications Development
3 * Ongoing Systems Support
/- Party
* Initial j ==
Development ¢ CNSI

* 1/T Project
Management
¢ Business Analysis
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Top 10 U.S. & State Government
Cyber Security Breaches in 2012
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August 2011

Network Attacks by Country

Number of Attacks

[ 1.000 - 5,000

Il 10.000-50000 [ > 50.000

I 5.000 - 10,000

<1,000

[: None Detected



CYBER—-ATTACKERS
By MuJo a.k.a eLHacKeR

www.cyber-attackers.org // www.mujo.in

uid=0(root) gid=0(root) groups=0(root)
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Top 3 Cyber Security threats:

-

.
]

1. Clients ' \\

2. Nefarious Cyber Actors

3. Data Loss
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BIT Security
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Intrusion Alert Secure Wired Identity Metwork Secure WiFi
Detection Maonitoring Metwaorks Management Firewalls Networks
Archivi
4 Content Filter

Client
Education

Application
Firewallz Systern
Monitoring
Network
Encryption
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Authorization Passwords

Audits &
& Approval

Reviews

Access Logs

Human Safeguards
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Finandals Lottery
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Insurance

Purchasing

Criminal

Elections
Records

Tax Records

Government Data & Systems
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Physical
Security
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Code Review
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Intelligence
Monitoring
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3 Security FTE - $236,080 other funds
2 FTE: Technical Engineers - Level 3 - $83,640 each ($167,280)

1 FTE: Technical Engineer - Level 2 - $68,800

Stay Current on Tools,
Threats, & Practices

Manage 500+
firewalls & devices

Monitor all IT
Security Systems

Review Security
Logs and Details

A

Investigate,
Test, & Solve
Security Issues

Maintain & Operate
Security Tools

=" 4

Resolve Security Develop Security
Issues Plans and Policies

-

Ensure Security
Compliance

T SECURITY
TIZAINING

Security Awareness
Training
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Technology Planning Assistance Awards
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SOUTH DAKOTA

ADBAMFQ $316,744 - 41 CAls — 31 communities
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